Paccmotpeno:

CoBeToM 1o Bompocam
perjiaMeHTaluu JoCTyna K
uHpopmaiuu B cety MHTepHer
[Tpotokon Nel ot 28.08.2014

PeriaMenT no opravuu3anun AHTHBHPYCHOH 3aHTHI

1. OBLIHE TTOJIOKEHWA

llensio co3nanus CHCTEMBI AHTHMBMPYCHOH 3allMThl sBasercs obecneveHue
JAUMIEHHOCTH HHPOPMAUHOHHO-KOMMYHHKaUHOHHOM cuctemsl (aanee MKC) or
BO3ICHCTBHA pPa3zIuyHOro poaa BPE/IOHOCHBIX nporpamMm H
HECAHKLIHOHHPOBAHHBIX MACCOBBIX MOYTOBBIX PACCHIIOK, TPEAOTBPANIEHHS HX
BHEJIpeHHA B MHOOPMALIHOHHBIE CHCTEMbI, BHIABICHHA W Oe30macHOro yaamneHus
M3 CHCTEM B cilyvae MomnalaHud, a Takke QHABTpPaUMH A0CTyNa nolb3oBarenci
Vupexaenus K HenpoAykTHBHbIM  MHTepHeT-pecypcamM M KOHTpPONs  HX
ANEKTPOHHON NMEePernueKH.

OcHoBOnoOAraloWUMH  TPeOOBAHHAMM K CHCTEME AHTHBHPYCHOIN  3allnThl
YupexiaeHus sBAsioTCs:

- pellleHHe 3afauM aHTHBUPYCHOM 3alUMThl JOIKHO OCYLIECTBAATECA B OOLIEM
Buje. CpejcTBo 3alUThl He A0MKHO OKasbiBaTh NPOTHBOACHCTBHE KOHKPETHOMY
BHPYCY MJIM TIpyIIe BHPYCOB, MpOTHBOAGHCTBHE JOMKHO OKasbiBaTbcd B
MPEANONOKEeHHIX, YTO BHPYC MOMKeT ObITh 3aHecCeH Ha KOMNLIOTEp U 0 BUpyce (0
ero CTpyKkType (B 4aCTHOCTH, CHIHAType) M BO3MOKHBIX JAeHCTBHAX) HHYEro He
H3IBECTHO;

- peniente 3ajaavi aHTHBUPYCHOH 3alIHTHI JOJIKHO OCYIIECTBIATECS B PealbHOM
BPEMEHH.

- MeponpusaTia, HanpaB/IeHHBIe Ha pellenne 3a1ay o aHTHBHPYCHOMN 3aluuTe:

YCTAHOBK2 TONBKO JIMHEH3HMPOBAHHOIO MNporpaMMHOro obecnevenus anbo
OecnnaTHoe aHTHBHPYCHOE NporpaMMmHoe obecrneyeHHe, HAYIEE B KOMILIEKTE C
NOTHHHOM onepauroHHOMN ciucTeMoii (ananornunsie Microsoft Security Essentials
(cets 10 10 pabounx cranumii) nin Microsoft Forefront Endpoint Protection (ceth
Oonee 10 paGounx craHumii)), noanepixusaroLiee paboTy ¢ NOAL30BATEABCKHMH
npoduasaMH.

- peryifpHoe OOHOB/IICHHE H eKeAHCBHbIC MNPOPHIAKTHYECKHE TMPOBEPKH
(KenaTenbHO B Hepabo4ee HOYHOE BpeM#A ):

- HENpepbIBHLIH KOHTPOIL HAJ BCEMH BO3MOXKHBIMH MYTAMH NPOHHKHOBEHHA
BPEAOHOCHBIX  NPOIrpaMMm, MOHMTOPHHI  aHTHBHpyCcHOH Oe3onacHOCTH W
obHapy/KeHHe JeCTPYKTHBHOH AKTMBHOCTH BpPEIOHOCHBIX MPOrpaMM Ha Beex
obwekrax UKC;

- @KeJHEeBHBI  aHaIW3, pawAKHpOBaHHWE W NpejJoTBpalleHHe  yrpos
pacnpocTpaHeHus MW BO3NEHCTBHA BPEJOHOCHBIX MPOrpaMM NYTEM BbiIABICHHA
ya3suMocTeil  ucnonszyemoro B HMKC  onepaumonHoro  nmporpaMMmHOro
obecrieyeHHa W CETEBBIX YCTPOICTB H YCTpaHeHHs OOHapyKeHHBIX 1e(eKToB B



COOTBETCTBHM C JAHHBIMH IIOCTaBIIKKa MPOTpaMMHOro obecledeHHs U ApYrux
CTHeHaTN3HPOBAHHBIX IKCIEPTHBIX aHTUBUPYCHBIX CIYXKO.

- TpoBeJeHHe MpoQUIAKTHYECKMX MEPONPUATHI IO MNpeNoTBpallleHUuI0 U
OIpPaHMYEHHUIO BUPYCHBIX JIMIEMHH, BKIIOYAIOIMX 3arpy3Ky M pa3BepTbIBaHHE
ClIeLlMaNbHBIX NpaBUI HeHTpaau3aluMu (OTpakeHWIO, M3OJSALMM W JIMKBHJALMM)
BPE/IOHOCHBIX IpOrpaMM Ha OCHOBE pPEKOMEHJalWi 110 KOHTPOIK aTak,
IOJrOTaBIMBaeMbIX pPa3pabOTYMKOM CPEACTB 3allUThl OT BPEOHOCHBIX NPOrpamMM
U OpYTUMH CHelMaTH3UpOBaHHBIMH 3KCIIEPTHBIMH aHTHBHPYCHEIMU CITy)KOaMH 110
TOT0, Kak OyIyT BbINYILIeHB! (ailyibl UCIpaBiIeHUH, NPU3HAKOB U aHTUBHPYCHBIX

CUTHATYDP.
- IIpOBeleHHEe peryspHBIX IPOBEPOK LEIOCTHOCTH KPUTHYECKH Ba)XKHbIX
nporpaMM W AaHHbIX.  Hanwuwme — numHMX  QaiimoB W cinenos

HEeCaHKIIMOHUPOBAHHOIO BHECEHHUS U3MEHEHHH J10JIKHO OBITh 3aperMCTPUPOBAHO B
KypHase U paccie0BaHo;

- BHEIIHHE HOCHUTeTM HWHGPOpMAaIllMd HEW3BECTHOI'O IIPOUCXOXKAEHHS CleayerT
IIPOBEPATH Ha HAJTMUUE BUPYCOB 10 UX UCIIOJIb30BaHNUS;

-  HeoOXOAMMO CTpPOro TMpHAEpKUBATbCA YCTAaHOBIEHHBIX IMpOLEAYyp IO
YBEIOMJICHHIO O CJIy4asX MOpakeHHs aBTOMATH3HPOBAaHHON HH(pOpMaIMOHHON
cpelbl KOMIBIOTEPHBIMM BHpycaMH M TNPUHATHIO Mep MO JIMKBHIALMH
MOCIEACTBHI OT UX IPOHUKHOBEHUS;

- clenyeT MMeTh INaHBI obecneueHus GecrepeOoiiHON paboThl YupexxaeHus AJs
cllydaeB BHPYCHOT'O 3apakeHHs, B TOM 4MCIe IUTaHBl Pe3epBHOIO KOIHMPOBAHUSA
BCEX HEOOXOAMMBIX JaHHBIX M NpOrpaMM M WX BOCCTAHOBJIEHMS. OTH Mephl
0COOEHHO BayKHBI 1711 CeTeBbIX (halIOBBIX CepBepOB, MO AEPKUBAIOLIUX OOJIBIIOE
KOJIMYEeCTBO pabo4YHMX CTaHIHH.

TEXHOJIOI'MYECKHME MHCTPYKIIMUHU

1.1. B yupexnaeHuu pyKoBOAMUTENEM [JOJKHO ObITh Ha3HayeHO JIMIIO,
OTBETCTBEHHOE 3a AHTHBHPYCHYIO 3alIUTy, B MOJDKHOCTHBIE HMHCTPYKLUHH IS
KOTOPOT'0 JIOJUKHBI OBITH NMPOMHCaHBl MOPSAOK AEHCTBHS B MEPUON BHPYCHBIX
SNUIEMUN, TOPANOK JeHCTBUH NpPH BO3HUKHOBEHWM BHELITATHBIX CUTYyalUid,
CBS3aHHBIX C PabOTOCTOCOOHOCTBIO CpPENCTB aHTHBUPYCHOM 3alllUThI, MOPSIOK
JNEeHCTBUI Ui yCTpaHeHHWs TMOCNeACTBHH 3apakeHUH. B mpoTHBHOM ciydae Bcd
OTBETCTBEHHOCTb 3a oOecredyeHMe AaHTHUBUPYCHOW 3alllUThl JIOKMTCA Ha
PYKOBOIUTENS YUpexKqeHHUS.

1.2. B YupexxieHuH MOXKeT UCIIONb30BaThCA TOJIBKO JULIEH3HOHHOE aHTUBUPYCHOE
IporpaMMHOe obecriedeHre JMOO0 CBOOOIHO-pacIpocTpaHsIeMoe MporpaMMHOe
obecneueHue,

1.3. Ob6s3aTenbHOMY aHTHBHPYCHOMY KOHTPOJIIO MOMJIEKHUT Jr00as MHpopManus
(TekcTOBBIe (ainbl MHOOBIX (opMaTOB, (aibl NaHHBIX, UCIOIHsSeMble (aibl,
MTOYTOBBIE co00lIeHH s ), noyrydyaemas )5} nepenaBaeMas 10
TeJeKOMMYHHUKAIIMOHHBIM KaHajlaM CBSA3H, a Takke WH(opManus, HaxoAsuascs Ha
ChEMHBIX HOCHTENAX (MarHUTHBIX muckax, neHtax, CD-ROM, DVD, flash-



HakomuTensXx W T.n.). KoHTpons wucxopsmed wuHGOpManuu HEOOXOZUMO
TIPOBOJUTEL HEMOCPEACTBEHHO Iepe]l apXUBUPOBaHUEM M OTIPaBKOH (3allMCBIO Ha
CBEMHBII HOCHTEIb).

1.4. ®@aiinpl, moMemaeMble B 3JIEKTPOHHBIH apXWB, IODKHBI B 00s43aTelbHOM
NOPsIIKE IPOXOAUTE aHTUBUPYCHBIA KOHTPOJIb.

2. TPEBOBAHHKA K [TPOBEJJEHHIO MEPOITPUATHI I10
AHTHBUPYCHOM 3ALIUTE

2.1. B nHauvanme pab®oThl mpH 3arpy3ke KOMIIbIOTEpa B aBTOMAaTHYECKOM pexuMe
JIOJIKHO BBITTOJIHATHCS OOHOBJIEHWE aHTHBUPYCHBIX 0a3 U CepBEPOB.

2.2. Ilepuoguyeckre MPOBEPKH 3JEKTPOHHBIX apXUBOB JOJDKHEI MPOBOAUTHLCS HE
peXxke ONHOTO pasza B HEeNo, JaHHbIe, pacloiOKeHHble Ha Pabo4YMX CTaHIMIX
noJib30Bareseil — exeTHEBHO, B HOUHOE BpeMsl I10 pPaclUCaHHUIO.

2.3. BHeouepeqHOW aHTHBHPYCHBIH KOHTPOJb BceX MHUCKOB U  aiinos
[IepCOHAIIBHOI0 KOMITBIOTEPA JOIDKEH BBIIIOIHATHCS

2.3.1. HenocpencTBeHHO 1mocie YCTaHOBKM (M3MEHEHMs) MPOrpaMMHOIO
obecredeHusT KOMNBIOTEpA JA0JKHA ObITH BBHINOJIHEHA aHTHBUPYCHAs NIpOBEpKa Ha
cepBepax M MepCOHAIbHBIX KOMIIBIOTEPAX YUPEXKICHHUS.

2.3.2. Ilpy BO3HMKHOBEHMM IOJO3PEHHS] Ha HajlU4Me KOMIIBIOTEpPHOrO BHpYcCa
(HeTMnM4Has paboTa MporpaMM, MosiBIeHHe TpapUuUecKux U 3ByKOBBIX 3((eKTOB,
UCKaXXKeHUH NaHHBIX, TponanaHue QailioB, YacToe MOsBIEHHE COOOUIEHUH O
CHCTEMHBIX OIIMOKaX M T.I1.).

2.3.3. Ilpu ormnpaBke ¥ MONYYEHHH DJIEKTPOHHOHM MOYTHI ONEPATOP SIEKTPOHHOM
MOYTHl 0053aH MPOBEPUTH 3JIEKTPOHHbIE IIMCbMa M WX BIIOJKEHMs Ha Hanuvue
BHUPYCOB.

2.4. B ciydyae oOHapyXeHHUs 3apa)KeHHBIX BHpycaMu (ailloB WM 31€KTPOHHBIX
MUCeM I0JIb30BaTeNnu 00s13aHbl:

2.4.1. IlpuocTaHOBUTE padoTy.

2.4.2. HemenneHHO MOCTaBUTh B U3BECTHOCTh O (pakTe OOHApPYKEHHS 3apaKeHHBIX
BUpPYCOM (hailIoB OTBETCTBEHHOTO 3a o0ecliedeHHe AHTHBUPYCHOM 3allUTHI (B
Clydae ero OTCyTCTBHS — IUpPeKTopa) YupexIeHus.

2.4.3. CoBMecTHO ¢ BiajeiblleM 3apaKeHHBIX BUpycoM (aiiioB NpoBeCTH aHaIIU3
HEOOXOIUMOCTH JalbHEHIIero X UCIOIb30BaHU.

2.4.4. IlpoBecTu NevyeHre WK YHUUTOXKEHUE 3apaskeHHBIX (aiiioB.
3. OTBETCIBEHHOCTE

3.1. OTBeTCTBEHHOCTh 3a OpraHM3alMI0 aHTUBHUPYCHOM 3alMTHI BO3/1araercs Ha
PYKOBOAMTENS Y UpeKAESHUs HIIM TUL0, UM Ha3HA4eHHOE.

3.2. OTBeTCTBEHHOCTb 3a IIPOBEIEHHE MEpPONPUATUH aHTHBHPYCHOIO KOHTPOJIS B
VYupexaeHun BozjiaraeTcs Ha OTBETCTBEHHOro 3a oOecleueHHe aHTHBUPYCHOM
3aluThl, coOmoneHue TpeOoBaHui Hactosdwedl MHcTpykuuu npu paboTe Ha
NepcOHANBHBIX pabodMX CTaHIMAX BO3jaraeTcsd Ha IoJb30Baresedl JaHHBIX
CTaHIMH WK Tlefarora, OTBeYarollero 3a padoTy KOMIIBIOTEPHOIO Kilacca.

3.3. Tlepuonuueckuii KOHTPOJB 32 COCTOSHHEM AaHTHBHPYCHOH 3alllUTHl B
VYupexaeHuH ocyllecTBIseTCs pPYKOBOAHTeneM H (UKCHpyeTcs B IKypHale
NpoBepKH (He pexe 1 pa3 B KBapTan).



